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Abstract

Bootable CD-Roms with a small Linux rescuesystemin businesscard
size[1, 2] or regularsizelive demonstratioil€ Ds[3] arebecomingpopularre-
cently Also, someof the commercialLinux distributorsaswell asnon-profit
OpenSourcegroupsaredevelopingself-runningdemoshatarepreconfigured
for certainhardware,or containa configuratiorfrontend.Knoppix (Knoppers
*nix) is anattemptto notonly createa fully featuredrescue/demsystemon
a single CD, but alsoto unturdenthe userfrom the task of hardwareidenti-
fication and configurationof drivers,devicesand X11 for his or her specific
hardware. Theresultingproductis supposedo beaplatformCD with astable
GNU/Linux basesystemthatcanbeusedto customizestaticinstallationsfor

aspecificpurpose.

Goal: Creatinga fully functional and usable
Linux systemrunning completelyfrom asin-
gleCD

A frequentlyasked questionasked by peoplewho "just
wantto have a glance”on Linux to checkout how use-
ful it could be for themis, "How canl testLinux with-
out having to changearything on my computer?”. An-
otherissueoftenrequestedby thosealreadyfamiliarwith
Linux is, thatthereis seldomafully installedandconfig-
uredLinux systemin reachwhenyou couldneedonefor
network dehugging purposesor simple taskslike con-
vertingfiles from andinto differentformats,recoverlost
datafrom a corruptfile systemor run softwarethatsim-
ply only exists for Linux. A "portable Linux allround
system”, but without having to carry around a note-
bookor mobile computemwhich canbelostor damaged,
wouldn't thatbeagreathelp?

Knoppix is a one-CD live filesystemthat can be cus-
tomized as rescue system, security scanneror plat-
form for presentationsind demos,or as full-featured
portableproductionplatform with tools like KOffice or
StarOfice™.

The underlyingGNU/Linux basesystemis modifiedto
boot non-interactiely into runlevel 5 with a working
X-Window and KDE [6] configuration,with all auto-
detectabledevices configured,readyto (auto-)startap-
plications.

Reducingspacelimitations by compression

The core systemof about 200 MB (uncompressedis
currently basedon the popular RedHa{4] distribution
andcontainsall basiccommandsndtoolsfor a generic
Linux system.Thatleaves,on a standards50 MB CD-
Rom, over 400 MB for customapplicationswhich can
simply beinstalledwith standardRPM package®n the
CD-Rominstall/preparatiorsystem.

As of Versionl.2, Knoppix featuresa transparentlyde-
compressingloopback-blockdeice derived from Paul
'Rusty’ Russekcl oop kernelmodulehack.For astan-
dardLinux installation this reduceghe spaceneededn
theCD to about50%down to 25%of theoriginalfilesys-
temsizeandleavesmorespacdo customapplicationsor
multimediadatafiles. The compressedive-filesystems
thereforepresentasa singlefile onthe CD which is be-
ing mountedvia cloop from the bootflopgy or El Torito
bootimageat systemstartup,from the ramdiskcontain-
ing the root filesystem. For performanceand stability
reasonsiso9660hasalsobeenchoserasthe underlying
filesystemfor the compressedmageinsteadof a read-
only ext2 filesystemthatis commonon otherlive CD-
Roms.

The compressedilesystemnot only addsfree spaceon
theCD, but alsoreducesccessime andheadmovement
of the CD-Romdrive, but handlesphysicalreaderrors
moreungraciouslithananuncompressefilesystemand
increaseproductiontime of a new releasebecausehe
wholeinstallationfilesystenneedgo becompressebte-
fore thenew versioncanbeburnedandtested.



Platform and Applications

Knoppix provides a ready-to-run operating system
ervironmentto:

o startsecurityandauditingtoolslike nmap[8], nes-
sus[7], dsniff andalike. Sincethereis no perma-
nentstoragepresenton a read-onlyCD-Rom, no
sensitve informationcanbewritten or exposedac-
cidentially Thesecuritycheckscanbe performed
on computerdirectly within a customersietwork
by simply bootingfrom the CD on a machinethat
is alreadyconnectedo theinternalnetwork,

e producegameandapplicationdemosthatrunin a
safeandtestedervironment,

e have a stable demo installation of GNU/Linux
available for presentatiorat trade shavs or con-
sultingtalkswith customers,

e build a customized,read-onlyLinux installation
for educationalervironmentwhich is preconfig-
uredfor internetaccessndcontainsall commonly
usedapplicationdor this purpose,

¢ presenthe featuresanduseof GNU/Linux with-
out having to go througha long and maybecom-
plicatedinstallationandconfigurationprocess,

o featurea completerescueandcrashrecovery sys-
temfor all kindsof emepgeng issueswith all nec-
essaryfilesystemsin the kernel, and repairtools
available.

Technical Details: Boot process,automatic
hardware detection and configuration, au-
tostart of X11 and applications

In stagel of the boot processthe Linux loaderLILO

from the bootsectionof the el torito[5] 1.44MB floppy
image on the CD-Rom tries to read the kernel (cur-
rently 2.2.16)andan4 MB compressedhitial ramdisk.
The size of this initial ramdiskdetermineghe minimal
amountof memoryneededo usethedistribution.

Without XFree[9] and KDE, about8-16 MB of RAM
seemto be sufficient for a working textmode-onlyervi-
ronment.

In stage2, the boot ramdisktries to autoprobefor the
mostcommonSCSladapterandidentifiesthe CD-Rom
drive where the Knoppix CD is located. The mini-
rootdiskfeaturesa staticallylinkedshellwith commands
like mount built in, sincethe spaceon the bootfloppy
is limited. For compatibility reasonswith currentfloppy
drives,only a1.44MB floppy imageis usedon the CD
insteadof a 2.88 MB. The boot script tries to find the
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Figurel: Thebootprocess

Knoppix CD by mountingall CD-Romdrivesandcheck-
ing for a directory KNOPPI X that may containa direc-
tory treefor the root filesystemor a file with the same
namecontaininga compresseit09660imageof thefile

systemwhich is thenmountedvia thecl oop device. If

no CD is found,anattemptis madeto find the KNOPPI X

directoryon anexisting ext2 harddiskpartition, contain-
ing acompleteinstallationtree.

In eithercase symboliclinks aresetto theuncompressed
(or transparentlylecompressedirectorytree.

After the CD hasbeenmounted,dynamiclibrary cache
and pathsare initialized and spaceis freed on the root

ramdiskby removing files thatareno longerneededor

the setupprocess.

If a swap partition is detectedduring device/partition
scan,anattemptis madeto utilize it via swapon to in-
creasevorkspacedor applications.

Also in this stage of the system startup, additional
ramdisksaremountedwith awritable ext2 filesystentfor
/ hone and/ var . Theirsizeis adaptedrom the avail-
ableamountof realmemory Symboliclinks to system
directoriesarecreatedandcontrolis giventoi ni t .

In stage3 of the boot process,i nit calls a finaliz-
ing setupscript namedsysi ni t. In this script, the
automatic (or, if "expert” mode was selected, man-
ual) hardware setupis done. hwset up - a selfmade
tool that usesthe kudzu-library[4] - detectsdevices,
loadsall necessargriver modulesfor known hardware,
setsup symbolic links in / dev and writes configura-
tion parametersand optionsto the correspondindiles
in / etc/ sysconfi g/ on the ramdisk. Parameters



that cannotbe auto-detectedfrequeny rangesof old
monitors, desired keyboard layout, language)are as-
sumedwith reasonabledefaults. A single X-Window
sessionis startedf thegraphicshardwarehasbeeniden-
tified correctly Default is truecolorin a resolutionof
1024x786pixelsif possible,or 800x600/640x48Gt 8-
bit if the graphicsadaptercannothandlehigherresolu-
tionsor color depths.If detectedthe acceleratecKFree
(3.3)driversareusedwith specificoptionsdependingpn
thedetectedyraphicsadapter

The KDE Desktopmanager(currently Version2.0 beta
3 asof thiswriting) is startedonly if thereis atleast30
MB of RAM left afterall ramdisksaremountedandall

necessarylevice drivers are loaded. Otherwise,a less
memory-consumingvindowmanage(liket wm is used,
if XFreecanbestartedatall.

Network device parameterganbe setwith atiny di a-
| og-basedsUI from within KDE, if neededFor dialup
Internetaccesskppp or i sdn- confi g [4] are pro-
vided.

Security issues

All userpasswverds,includingtheroot passverd, aredis-

abledandlocked by default. That makesit impossible
to log in via network or evenon alocal console.There-
fore, all processemustdescendrom the shellsrunning

onthe systemconsole(spr from the X-Window session
thatis spavnedbyi ni t .

If the Knoppix userwantsto enablea remotelogin, for

examplevia the opensshdaemon shehasthe choiceof

addinga userwith passwerd, or generatingan authenti-
cationRSA key for this user Thereis noi net d meta
daemonand no standalonesenersrunning per default,

that could be accessedrom the network, if network is

evenconfigured.

A difficult issueis the local securityand accesgo de-
vices, becausethere is no reliable way to protectthe
switchingfrom anunpriviledgeduseraccounto the sys-
tem administratorsd if passwerds have beendisabled.
Having "dummy passwerds” or default crypto keys that
arewritten on every CD would of coursebreechsecu-
rity. In the currentversion,the automaticallylogged-in
userat the systemconsoleis the systemadministrator
Thiscanbechangedni ni t t ab andin thexsessi on

init scriptatthepreparatiorphaseof anew CD-Romim-

age;for example,if the resultingsystemis supposedo

work asa gameor demoplattformratherthanasrecov-

ery systemor securityscannerGamesusermodeappli-
cationsor demosshouldrun fine with an unpriviledged
account. In this useronly mode,runtime configuration
of priviledgeddrivers,devicesandconfigurationfiles is

impossible.

Project statusand distrib ution policy

The Knoppix CD currently containsthe baselinux sys-
tem software plus utilities for a rescuesystem,current
security scanners,demosand some of the KDE and

Gnomegames. It boots and auto-configuresorrectly
on mostix86 comptible desktopmachines. The most
commonPCI cards (network, sound, SCSI) are auto-
detecteddriversareloadedandmice,modemsCD-Rom

devices,CD-Writersetc.aregiventheirappropriatdinks

in the/ dev directory Harddiskpartitionsaredetected
andcorrespondingconsareaddedonthe KDE desktop.

Most problem caseswhere the automatic hardware-
detectionfails have beenNotebookswith new chipsets
thatarenot supportedy the currentlinux kernelyet.

In caseof failure to correctly auto-detectand config-
ure all necessanhardware componentsthe CD canbe
bootedwith an”expert” optionfor interactve setup.

The Knoppix base system (excluding vendorspecific
add-onswhich areseparatgroducts)is anOpenSource
projectandcoveredby the GNU GeneralPublicLicense
Version2. Theprogramsource®f thesoftwareincluded
is availablefrom the vendorsspecifiedin the RPMs,the
sourcesof the Knoppix setuptools or patchesfor pro-
gramsneededo generateheautomaticsetupsystencan
befoundat[10], if notalreadypresenbnthe CD-Rom.

Becauseof legal issues(i.e. US crypto export regula-
tions and software patentsthat may disruptcommercial
andnoncommercialiseof softwareincludedonthe CD,

thatis otherwisecoveredby a FreeSoftwarelicense for

example strong crypto versionsof KDE or other SSL-
enabledsoftware), the author does not currently dis-

tribute the Knoppix CD publically. Individualsor com-

paniescanorderacustomizedCD versionfor evaluation
or softwareprojectsdirectly from theauthor

Featuresin developmentand (previous) TO-
DOs, sorted by priority

1. Useatransparentlyyncompressinglock deviceto
increasehespaceavailablefor installedprograms.
Status Done.Needscleanupandmorechecks.

2. Disable spin-davn of CD-Rom Drive for faster
CD-Rom accessafter periodsof idle time. Sta-
tus. Still looking for a way that works vendor
independent.

3. Cleanupbootdisk (only 50 bytesor soleft), make
i nsnod abuiltin functionof theinitial shell. Sta-
tus. i nsnod, r mod and other commandsare
now builin part of the initial shell. Most SCSI
driversof Kernel2.2.16fit onthe 1.44MB boot-
floppy now.



. Generateet-upghatareeasilycustomizedor dif-
ferent purposesrather than install and uninstall
RPM paclets before creatinga new image. Sta-
tus. Still working on amethodto do this easily

. Enhancenteractie setupfor usingexisting swap
partitions. Status Existingandpreviously initial-
ized swap partitionsarenow detectecandutilized
duringthebootprocess.

. Add sessiorconfigurationthatcanbe customized,
which canbe sared on removeablemedia. Status
Not doneyet.

. Enhancethe auto-detectiorprocess,ncreasethe
numberof known cardsandrecognizedgraphics
adapters Status Usedinformationretrievedfrom
betatestert® createconfigurationsgor problematic
hardware (mostly Laptop chipsets),ongoingpro-
cess.

. Add supportfor automatic,non-interactie setup
of isapnpdevices. Status Not doneyet.

References

(1]
(2]
(3]
[4]
(5]

(6]
[71
(8]
[9]
[10]

http://ww.innom nate. de/
http://ww.linuxcare.conl
http://ww. denol i nux. or g/
http://ww.redhat.com

http://ww. ptltd. com products/specs-
cdrom pdf

http://ww. kde. or g/

http://ww. nessus. org/
http://ww. nmap. or g/
http://ww. xfree. org/
http://ww. knopper . net/ knoppi x/

Abouttheauthor:

Klaus Knopper holds a masters degree in electrical engineering
and works as a consultantand programmerfor Linux-basedin-
tranet/internegatevay solutions firewalls andVPNs.



